[Firm name] Policy on the Use of Artificial Intelligence
Adopted [date]. AI Policy Owner: [name]. Next review: [date].
1. Purpose and scope
1.1 This policy governs the use of artificial intelligence tools in the firm's work. Its purpose is to protect client information, to ensure that nothing relied on by a client, a court or another party is sent without a lawyer having verified it, and to keep the firm's use of these tools consistent, recorded and reviewable.
1.2 It applies to every partner, lawyer, paralegal, staff member, contractor and temporary worker, and to every AI tool used for firm work, whether the firm licenses it or an individual does, and whether it is a standalone product or a feature inside other software.
1.3 Where this policy is stricter than a court's rules or a client's instructions, follow this policy. Where a court's rules or a client's instructions are stricter, follow them.
2. Definitions
AI tool means any software that generates or transforms text, images, audio or data in response to instructions, including chat assistants, drafting and research features, transcription, summarization and AI phone or intake systems.
Approved tool means an AI tool listed in Schedule A for the information class concerned.
Client information means any information relating to the representation of a client or prospective client, whatever its source, including the fact of the representation.
Output means anything an AI tool produces.
Verify means to check an output against its source as set out in section 7, by a person, before it is relied on.
Responsible lawyer means the lawyer responsible for the matter on which the output is used.
3. Roles
3.1 The AI Policy Owner maintains this policy and Schedule A, decides requests to approve tools, receives incident reports, and reports to the partners at least twice a year.
3.2 The responsible lawyer decides whether and how AI tools are used on a matter, ensures outputs are verified, and decides what the client is told.
3.3 Every person covered by this policy uses only approved tools for the information they handle, verifies or has verified what they rely on, and reports incidents under section 12 the same day.
4. Information classes
4.1 Class 1: no client information. Public material, the firm's own non-confidential material, and work containing no client information. May be used in any AI tool, including public ones, subject to section 6.
4.2 Class 2: client information. Any client information not in Class 3. May be used only in a tool approved for Class 2 in Schedule A.
4.3 Class 3: highly sensitive client information. Health, financial account and government identification numbers; information about minors; criminal matters; immigration status; trade secrets; material under a protective order or seal; and any material a client has asked to be handled with added restriction. May be used only in a tool approved for Class 3 in Schedule A, and only with the responsible lawyer's approval for that matter.
4.4 Removing names does not move information to a lower class if the client or matter could still be identified from what remains.
4.5 Material under a protective order, a sealing order or a confidentiality agreement may not enter any AI tool unless the order or agreement permits it.
5. Approving a tool
5.1 No client information may enter an AI tool until the AI Policy Owner has approved it for that class and recorded the approval in Schedule A.
5.2 Before approving a tool for Class 2 or Class 3, the AI Policy Owner must have written answers, from the contract or the vendor's documentation rather than a sales call, to these questions:
Does the vendor use firm content to train or improve any model? (It must not.)
Where is content stored, and for how long? Can the firm delete it?
Who at the vendor can access firm content, and in what circumstances?
Which sub-processors handle it?
Is access controlled by firm accounts, with the ability to remove a user?
Will the vendor notify the firm of a security breach, and within what time?
Is content from different users or clients kept separate?
Can the firm export its content if it leaves?
Do the terms allow the vendor to change these answers without notice?
5.3 A tool that retains or learns from what is entered is approved only for the classes and uses Schedule A records, and client consent under section 9.3 is required before client information is entered into it.
5.4 Each approval is reviewed at least once a year and whenever the vendor's terms change.
5.5 Personal accounts on consumer AI products are not approved tools, even if the individual pays for a professional tier.
6. Red, yellow and green uses
6.1 Red: prohibited.
Entering client information into a tool not approved for its class.
Relying on, filing, sending or quoting any citation, quotation or factual statement from an output that has not been verified.
Using an AI tool to make a decision the rules of professional conduct require a lawyer to make, including accepting a matter, giving legal advice to a client or setting a fee.
Allowing an AI tool to communicate with a client, a court or another party in the firm's name without a person approving each message, except for automated acknowledgments approved in Schedule A.
Presenting an output as a person's own work where that would mislead.
6.2 Yellow: permitted in approved tools, with review. Drafting from client material; legal research; summarizing records, transcripts or discovery; translation; client-facing letters and emails. The output must be verified under section 7 by the person relying on it, or by a lawyer they name, before it is used.
6.3 Green: permitted by default. Work with Class 1 information: internal drafts containing no client information, formatting, proofreading, brainstorming, summarizing public material, and learning to use approved tools on non-client material.
7. Verification
7.1 The person who relies on an output is responsible for it, whoever produced it.
7.2 Before an output is relied on:
every citation is looked up in a primary source and read, and confirmed to exist, to say what the output says it says, and to remain good law;
every quotation is checked word for word against its source;
every factual statement about the matter is checked against the record;
every calculation or figure is recalculated; and
anything that cannot be verified is removed or clearly marked as unverified.
7.3 For any document filed with a court or sent to another party, the person who verified it records their initials and the date in the matter file.
8. Court filings
8.1 Before filing, the responsible lawyer checks the court's local rules and the presiding judge's standing orders for any requirement to disclose or certify AI use, and complies with it. These requirements vary by court and judge and change often.
8.2 Nothing is filed with an authority, quotation or factual statement that has not been verified under section 7.
8.3 If an error in a filed document is found, the person who finds it tells the responsible lawyer the same day. The responsible lawyer corrects the record promptly and candidly, and the incident is logged under section 12.
9. Clients
9.1 The firm's engagement letter includes the paragraph in Schedule B.
9.2 A client's instruction that AI tools not be used on their matter, or be used only in particular ways, is recorded on the matter file and followed.
9.3 Before client information is entered into a tool that retains or learns from it (section 5.3), the responsible lawyer obtains the client's informed consent for that use. The engagement-letter paragraph is not enough on its own. The client is told which tool, why, what information would go in, and the risks.
9.4 If a client asks whether AI tools are used on their matter, they receive an accurate answer.
9.5 The responsible lawyer tells the client about AI use whenever it matters to a decision the client is making, or when the output will be relied on in a way the client would reasonably expect to be told about.
10. Billing
10.1 Hourly work is billed for the time actually spent, including time spent reviewing and verifying outputs. Time saved by an AI tool is not billed.
10.2 Time spent learning a tool the firm uses generally is not billed to clients, unless a client asks for a particular tool on their matter.
10.3 The cost of AI tools is treated as overhead unless the client agrees in advance, in writing, to be charged for a specific tool's use on their matter, in which case it is charged at actual cost.
10.4 Flat and contingent fees must remain reasonable in light of how the work was actually done.
11. Staff, contractors and vendors
11.1 Lawyers with supervisory authority make sure that paralegals, staff and contractors are trained in this policy before they use AI tools on firm work, and that their use complies with it.
11.2 Contractors and outside providers who handle client information are bound by this policy, or by written terms at least as protective, before they use AI tools on firm work.
11.3 Vendors providing AI tools are approved and reviewed under section 5.
12. Incidents
12.1 An incident is any of the following:
client information entered into a tool not approved for its class;
an output relied on that turns out to be materially wrong;
a security event reported by, or affecting, an AI vendor; and
any breach of section 6.1.
12.2 The person who discovers an incident reports it to the AI Policy Owner and the responsible lawyer the same day. Within 24 hours they:
stop further use of the tool on the matter;
where possible, delete the information from the tool and keep a record of the deletion;
decide with the responsible lawyer whether the client must be told, and whether any correction must be made to a court or another party; and
record the incident in Schedule D.
12.3 The AI Policy Owner reviews Schedule D at least every quarter and updates this policy and Schedule A where the log shows a gap. People who report incidents promptly are not disciplined for the report.
13. Training, acknowledgment and review
13.1 Everyone covered by this policy completes the firm's AI training before using any approved tool on client information, and at least once a year after that.
13.2 Everyone signs the acknowledgment in Schedule C when they join and after each revision of this policy.
13.3 The AI Policy Owner reviews this policy at least every six months, and whenever a tool is added to or removed from Schedule A, a relevant ethics opinion or court rule changes, or the incident log shows a need.
Schedule A: Approved AI tools
	Tool
	Approved for
	Trains on firm content
	Retention
	Approved by, date
	Next review

	[Example: research platform AI feature, firm license]
	Class 1, 2
	No (contract)
	Deleted after 30 days
	[name, date]
	[date]

	[Example: office suite assistant, firm tenant]
	Class 1, 2, 3
	No (contract)
	Firm controls
	[name, date]
	[date]

	[Example: public chat assistant, personal account]
	Class 1 only
	Yes, by default
	Unknown
	[name, date]
	[date]

	[Example: after-hours AI intake line]
	Class 2; automated acknowledgment approved
	No (contract)
	90 days, firm can delete
	[name, date]
	[date]


Schedule B: Engagement letter paragraph
The firm may use technology, including artificial intelligence tools, to help with research, drafting, review and administration. We use only tools the firm has approved, under terms that keep your information confidential and do not allow it to be used to train the provider's systems. A lawyer reviews and is responsible for all work we provide to you. We do not bill you for time saved by these tools or for learning to use them. If we propose to use a tool that would retain your information in a way these terms do not cover, we will ask for your consent first. You may ask us at any time how these tools are used on your matter, or instruct us not to use them.
Schedule C: Acknowledgment
I have read the [Firm name] Policy on the Use of Artificial Intelligence, version dated [date]. I understand which information I may enter into which tools, that I must verify any output before relying on it, and that I must report an incident the same day. I will comply with the policy.
Name: ______________________ Signature: ______________________ Date: __________
Schedule D: Incident log (one entry per incident)
Date and time discovered, and by whom
Matter and client
Tool involved
What happened: what was entered or relied on, and what was wrong
Class of information involved
Actions taken in the first 24 hours
Client told? When, by whom, and what was said
Court or other party told or corrected? When and how
Change made to the policy or Schedule A as a result
Source: mallick.tech/insights/law-firm-ai-policy/. A starting draft, not legal advice; check it against your state's rules and the local rules of the courts you appear in before adoption.




